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Confidentiality & Patient Privacy Policy of CML Academy

1. Purpose

CML Academy is committed to maintaining the confidentiality and privacy of patient
information in compliance with Ontario’s Personal Health Information Protection
Act (PHIPA) and other applicable privacy laws. This policy ensures that all students,
faculty, and staff adhere to strict privacy standards when handling patient data
during their training and clinical practice.

2. Scope

This policy applies to all students, faculty, staff, and any individuals who have access
to patient information through CML Academy'’s training programs, including but not
limited to practical clinical placements, simulated patient interactions, and
electronic records.

3. Definitions

e Personal Health Information (PHI): Any identifying information about an
individual’s health history, medical records, treatment, or healthcare services.

e PHIPA: The Personal Health Information Protection Act, which governs the
collection, use, and disclosure of PHI in Ontario.

e Confidentiality: The obligation to protect personal and health information
from unauthorized disclosure.

4. Confidentiality Obligations
All students, faculty, and staff must:

1. Protect Patient Information: Ensure that PHI is only accessed, used, or
disclosed as necessary for educational or training purposes.

2. Maintain Professional Conduct: Adhere to ethical and legal obligations
regarding patient confidentiality.

3. Secure All Records: Use secure storage and disposal methods for any physical
or digital records containing PHI.

4. Obtain Consent: Ensure that patients have provided informed consent before
discussing or using their health information for educational purposes.

5. Limit Access: Only access PHI as required for the educational process and
refrain from sharing any information beyond the necessary scope.
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6. Avoid Unauthorized Disclosure: Never discuss patient information in public
spaces, social media, or with unauthorized individuals.

5. Handling and Protection of PHI

¢ All student assignments, case studies, and research must de-identify patient
information before submission.

¢ Electronic patient information should only be accessed using secure,
password-protected systems approved by the academy.

e Physical documents containing PHI must be stored securely and shredded

after use unless required for ongoing training in compliance with PHIPA
regulations.

6. Breach of Confidentiality

Any breach of confidentiality, including unauthorized access, disclosure, or
mishandling of patient information, may result in:

¢ Disciplinary action, including termination of student enrollment.

¢ Legal consequences under PHIPA, which may include fines and professional
sanctions.

e Reporting to regulatory bodies, if applicable.
7. Training and Compliance

e All students and staff must complete privacy and confidentiality training
before participating in clinical placements.

e CML Academy will regularly review and update this policy to align with any
changes in Ontario’s privacy regulations.

e Any concerns or potential breaches must be immediately reported to the
Privacy Officer at [Insert Contact Information].

8. Acknowledgment and Agreement

All students must sign a Confidentiality Agreement before beginning their training,
confirming their understanding and commitment to comply with this policy.



